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QQ Digital FlightDigital Flight

•• Understand the relationship of DO-178BUnderstand the relationship of DO-178B
verification tables A-3, A-4, A-5, A-6 to theverification tables A-3, A-4, A-5, A-6 to the
software development and test tables A-2software development and test tables A-2
and A-6and A-6

•• Understand the objectives of tables A-2Understand the objectives of tables A-2
through A-7through A-7

•• Setting up for successSetting up for success

Verification—Within a DO-178B
Framework

Verification—Within a DO-178BVerification—Within a DO-178B
FrameworkFramework

Presentation Objectives:Presentation Objectives:
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Software Development Table A-2Software Development Table A-2Software Development Table A-2

Development and Test Procedures

Requirements

Code/Integration

Design

Integration/Test
• High Level Reqs
• Derived High

Level Reqs Design Descr
• Architecture
• Derived Low
Level Reqs
• Derived Reqs

• Source Code
• Executable Object

Code

Table A-2
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Table A-6

• Test Cases and
Procedures

• Test Results

Four Annex Tables For Verification of
Development and Test Processes

Four Annex Tables For Verification ofFour Annex Tables For Verification of
Development and Test ProcessesDevelopment and Test Processes

• High Level Reqs
• Derived High Level

Reqs
• Verification

Results

Design Descr
• Architecture
• Low Level Reqs
• Derived Reqs
• Verification

Results

• Source Code
• Executable Object

Code
• Verification Results

Requirements

Code/Integration

Design

Integration/Test

Table A-2

Table A-3 Table A-4 Table A-5 Table A-7

Verification of Development and Test

Slide
2.4

Table A-6

• Test Cases and
Procedures

• Test Results
• Verification Results
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High level: A requirement that is traceable to
a system requirement states what
the software must do, not how it
will do it.

Derived: A requirement that stemmed
from a design decision—may not
directly trace backwards, but
should trace forwards.

Decomposed: A requirement (system, or
high-level) that is satisfied by
the combination of two or more
lower-level requirements.

High level: High level: A requirement that is traceable toA requirement that is traceable to
a system requirement states whata system requirement states what
the software must do, not how itthe software must do, not how it
will do it.will do it.

Derived: Derived: A requirement that stemmedA requirement that stemmed
from a design decision—may notfrom a design decision—may not
directly trace backwards, butdirectly trace backwards, but
should trace forwards.should trace forwards.

Decomposed: Decomposed: A requirement (system, orA requirement (system, or
high-level) that is satisfied byhigh-level) that is satisfied by
the combination of two or morethe combination of two or more
lower-level requirements.lower-level requirements.

TerminologyTerminologyTerminology
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Design Description: The combination or low-level
requirements and
architecture.  May include a
data dictionary.

Low-level Req.:  States how the high-level
requirement is met.

Architecture: Diagram showing how the
components of a system are
tied together.  Usually
presented from a control and
a data flow viewpoint.

Design Description:Design Description: The combination or low-levelThe combination or low-level
requirements andrequirements and
architecture.  May include aarchitecture.  May include a
data dictionary.data dictionary.

Low-level Req.:  Low-level Req.:  States how the high-levelStates how the high-level
requirement is met.requirement is met.

Architecture:Architecture: Diagram showing how theDiagram showing how the
components of a system arecomponents of a system are
tied together.  Usuallytied together.  Usually
presented from a control andpresented from a control and
a data flow viewpoint.a data flow viewpoint.

Terminology (Cont’d)Terminology Terminology (Cont’d)(Cont’d)



4

FAA National Software Conference
Software Verification

             Cheryl Dorsey

• High-level requirements
– Comply with systems requirements
– Accurate and consistent
– Compatible with target
– Verifiable and traceable to system
– Conform to standards
– Algorithms accurate

•• High-level requirementsHigh-level requirements
–– Comply with systems requirementsComply with systems requirements
–– Accurate and consistentAccurate and consistent
–– Compatible with targetCompatible with target
–– Verifiable and traceable to systemVerifiable and traceable to system
–– Conform to standardsConform to standards
–– Algorithms accurateAlgorithms accurate

Planning

Requirements

• SW Requirements Data
– High Level Requirements
– Derived High Level

Requirements

•• SW Requirements DataSW Requirements Data
–– High Level RequirementsHigh Level Requirements
–– Derived High LevelDerived High Level

RequirementsRequirements

Developer’s Road Map

Slide
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QQ Digital FlightDigital Flight How Many Points?How Many Points?How Many Points?
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How Many Points?How Many Points?How Many Points?
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QQ Digital FlightDigital Flight The Importance of High Level
Requirements Specification

The Importance of High LevelThe Importance of High Level
Requirements SpecificationRequirements Specification

• More likely to build what you want,
not what you specify

• More likely to code correctly the first time

• Test what you mean, not what you wrote

• SQA will be more likely to approve

• Less changes in development, and in
production

• Save cost and schedule

•• More likely to build what you want,More likely to build what you want,
not what you specifynot what you specify

•• More likely to code correctly the first timeMore likely to code correctly the first time

•• Test what you mean, not what you wroteTest what you mean, not what you wrote

•• SQA will be more likely to approveSQA will be more likely to approve

•• Less changes in development, and inLess changes in development, and in
productionproduction

•• Save cost and scheduleSave cost and schedule
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QQ Digital FlightDigital Flight Software
High Level Requirements (Cont’d)

SoftwareSoftware
High Level Requirements High Level Requirements (Cont’d)(Cont’d)

Requirements address:

• Functionality

• External Interfaces

• Performance

• Quality Attributes

• Design Constraints

• Safety/security

Requirements address:Requirements address:

•• FunctionalityFunctionality

•• External InterfacesExternal Interfaces

•• PerformancePerformance

•• Quality AttributesQuality Attributes

•• Design ConstraintsDesign Constraints

•• Safety/securitySafety/security

Slide
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QQ Digital FlightDigital Flight Software
High Level Requirements . . .

SoftwareSoftware
High Level Requirements . . .High Level Requirements . . .

Should NOT address design

• Partitioning software into modules
• Allocating functions into modules
• Flow of information or control between

modules

Should NOT address project management

• Cost
• Schedule
• Quality assurance
• Software development methodology

Should NOT address designShould NOT address design

•• Partitioning software into modulesPartitioning software into modules
•• Allocating functions into modulesAllocating functions into modules
•• Flow of information or control betweenFlow of information or control between

modulesmodules

Should NOT address project managementShould NOT address project management

•• CostCost
•• ScheduleSchedule
•• Quality assuranceQuality assurance
•• Software development methodologySoftware development methodology
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High Level Requirements

Criteria for GoodCriteria for Good
High Level RequirementsHigh Level Requirements

Assure high-level requirements are:

• Correct

• Uniquely identified

• Non-ambiguous

• Consistent

• Traceable

• Verifiable

Assure high-level requirements are:Assure high-level requirements are:

•• CorrectCorrect

•• Uniquely identifiedUniquely identified

•• Non-ambiguousNon-ambiguous

•• ConsistentConsistent

•• TraceableTraceable

•• VerifiableVerifiable

Slide
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QQ Digital FlightDigital Flight Example of AmbiguityExample of AmbiguityExample of Ambiguity

• “Aircraft that are threats have either a
known status or the potential to enter
restricted airspace within 5 minutes
shall raise an alert.”

• “Aircraft that are either threats and
have a known status or have the
potential to enter restricted . . .”

• “Aircraft that are threats and either
have an unknown status or the
“potential to enter restricted . . .”

•• “Aircraft that are threats have either a“Aircraft that are threats have either a
known status or the potential to enterknown status or the potential to enter
restricted airspace within 5 minutesrestricted airspace within 5 minutes
shall raise an alert.”shall raise an alert.”

•• “Aircraft that are either threats and“Aircraft that are either threats and
have a known status or have thehave a known status or have the
potential to enter restricted . . .”potential to enter restricted . . .”

•• “Aircraft that are threats and either“Aircraft that are threats and either
have an unknown status or thehave an unknown status or the
“potential to enter restricted . . .”“potential to enter restricted . . .”
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Not WOW or Wheel Speed greater thanNot WOW or Wheel Speed greater than
90 mph90 mph

Not (A or B)  = Not A and Not BNot (A or B)  = Not A and Not B

Not (A) or B?Not (A) or B?

DeMorgans TheoremDeMorgans Theorem

Problems
Translating English to PDL

ProblemsProblems
Translating English to PDLTranslating English to PDL

Correct
• No tool or procedure assures

correctness
(a fool with a tool is still a fool)

• Mathematical algorithms

• Complete (No TBDs)

Consistent
• Conflicting characteristics

(blue/green)

• Conflicting logic (A or B,  A
and B)

• Different terms—(cue, prompt)

Traceable
• Trace-up to system level req,

TSO req

• Trace down to data derived
from high level req

Verifiable
• Each requirement is stated in

quantifiable  terms

• For each requirement, can a test
be formulated that will
unambiguously answer whether
the requirement has been met?

Qualities of High Level RequirementsQualities of High Level RequirementsQualities of High Level Requirements

Slide
16
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Requirements TraceabilityRequirements TraceabilityRequirements Traceability

System
Req’mts

Software
Req’mts Design

Code/
Module Test

3.1.4 2.4.3 4.2.1 Correlate

Associate

4

4

4.1.2 2.3.6 4

Track
initiate

Track
update

Slide 17

Backwards TraceabilityBackwards TraceabilityBackwards Traceability

Nothing but the intended functionality is implemented

CodeCode SoftwareSoftware
RequirementsRequirements

SystemSystem
RequirementsRequirements

DesignDesign

All intended functionality is implemented

Forwards TraceabilityForwards TraceabilityForwards Traceability

SoftwareSoftware
RequirementsRequirements DesignDesign CodeCode

Slide 18
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QQ Digital FlightDigital Flight Requirements VerifiabilityRequirements VerifiabilityRequirements Verifiability

Non-verifiable Verifiable

The software shall
provide accuracy
sufficient to support
terrain navigation

The software shall
provide response to
pilots immediately

The software shall compute
aircraft position with an
accuracy of:

 ± 20 ft. in the horizontal
 ± 10 ft. in the vertical

The system shall respond to:

• Safety critical pilot actions
in less than 40 milliseconds

• Non safety critical pilot
actions in less than 30
seconds

Slide
20

QQ Digital FlightDigital Flight Non-testable RequirementsNon-testable RequirementsNon-testable Requirements

• The software shall be robust

• The software shall degrade gracefully
under stress

• The software shall be developed in
accordance with modern programming
practices

• The software shall provide the necessary
processing under all modes of operations

• Computer memory utilization shall be
minimized to accommodate future growth

• The software shall be easy to use

•• The software shall be robustThe software shall be robust

•• The software shall degrade gracefullyThe software shall degrade gracefully
under stressunder stress

•• The software shall be developed inThe software shall be developed in
accordance with modern programmingaccordance with modern programming
practicespractices

•• The software shall provide the necessaryThe software shall provide the necessary
processing under all modes of operationsprocessing under all modes of operations

•• Computer memory utilization shall beComputer memory utilization shall be
minimized to accommodate future growthminimized to accommodate future growth

•• The software shall be easy to useThe software shall be easy to use
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• Possible

• Better/higher/slower

• Generally/normally

• Earliest/latest/
highest

• Simultaneous

• Nominal/normal/
average

•• PossiblePossible

•• Better/higher/slowerBetter/higher/slower

•• Generally/normallyGenerally/normally

•• Earliest/latest/Earliest/latest/
highesthighest

•• SimultaneousSimultaneous

•• Nominal/normal/Nominal/normal/
averageaverage

Words Difficult to QuantifyWords Difficult to QuantifyWords Difficult to Quantify

• Sufficient

• Modular

• Achievable

• Adequate

• Efficient

• Accomplished

•• SufficientSufficient

•• ModularModular

•• AchievableAchievable

•• AdequateAdequate

•• EfficientEfficient

•• AccomplishedAccomplished

Slide
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QQ Digital FlightDigital Flight Requirements  QuizRequirements  QuizRequirements  Quiz

“The System shall as a goal, calculate
aircraft heading, altitude, and global
position to a sufficient accuracy.”

Is this acceptable -- Why or Why Not?

“The System shall as a goal, calculate“The System shall as a goal, calculate
aircraft heading, altitude, and globalaircraft heading, altitude, and global
position to a sufficient accuracy.”position to a sufficient accuracy.”

Is this acceptable -- Why or Why Not?Is this acceptable -- Why or Why Not?
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Requirements Specifications

Problems Found inProblems Found in
Requirements SpecificationsRequirements Specifications

• Design details given too early
• Data flow inconsistent
• Desired outputs not derived from the given

inputs
• All scenarios not identified and thought

through
• Engineers don’t specify areas they know

tightly (assume others know it too)
• Engineers specify only generally, areas not

known or understood
• Usual ambiguities, errors of omission, etc.

•• Design details given too earlyDesign details given too early
•• Data flow inconsistentData flow inconsistent
•• Desired outputs not derived from the givenDesired outputs not derived from the given

inputsinputs
•• All scenarios not identified and thoughtAll scenarios not identified and thought

throughthrough
•• Engineers don’t specify areas they knowEngineers don’t specify areas they know

tightly (assume others know it too)tightly (assume others know it too)
•• Engineers specify only generally, areas notEngineers specify only generally, areas not

known or understoodknown or understood
•• Usual ambiguities, errors of omission, etc.Usual ambiguities, errors of omission, etc.

Slide
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QQ Digital FlightDigital Flight Requirements SummaryRequirements SummaryRequirements Summary

• Requirements are foundation for the
development

• Requirements specification is an art
even if you know what you want to
build

• Requirements review (scrub) is
important

• Most software errors are due to poorly
specified requirements

•• Requirements are foundation for theRequirements are foundation for the
developmentdevelopment

•• Requirements specification is an artRequirements specification is an art
even if you know what you want toeven if you know what you want to
buildbuild

•• Requirements review (scrub) isRequirements review (scrub) is
importantimportant

•• Most software errors are due to poorlyMost software errors are due to poorly
specified requirementsspecified requirements
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• Software Architecture
• Compatibility with high-level

requirements
• Compatible with target
• Verifiable and conforms to

standards
• Partitioning integrity

confirmed

•• Software ArchitectureSoftware Architecture
•• Compatibility with high-levelCompatibility with high-level

requirementsrequirements
•• Compatible with targetCompatible with target
•• Verifiable and conforms toVerifiable and conforms to

standardsstandards
•• Partitioning integrityPartitioning integrity

confirmedconfirmed

• Low-level Requirements
• Comply with systems requirements
• Accurate and consistent
• Compatible with target
• Verifiable and traceable to high level
• Conform to standards
• Algorithms accurate

•• Low-level RequirementsLow-level Requirements
•• Comply with systems requirementsComply with systems requirements
•• Accurate and consistentAccurate and consistent
•• Compatible with targetCompatible with target
•• Verifiable and traceable to high levelVerifiable and traceable to high level
•• Conform to standardsConform to standards
•• Algorithms accurateAlgorithms accurate

Development Processes

• SW Design Description
– SW Architecture
– Low Level Requirements
– Derived Low  Level

Requirements

•• SW Design DescriptionSW Design Description
–– SW ArchitectureSW Architecture
–– Low Level RequirementsLow Level Requirements
–– Derived Low  LevelDerived Low  Level

RequirementsRequirements

Planning

Requirements

Design

Slide 25

Description: The check__logic() function compares
commanded versus sensed states of the ACrvdt1,
Accrvdt3, Ervdt2 and the  Bus Relay.  When failures are
detected, this procedure sets failure bits in the ACR
failure array. The types of failures can be in either the
Logic card, the 101 (ACRVDT1, ERVDT2, ACCRVDT3
or Bus Relay) or a continuity failure.

Example of Low Level RequirementsExample of Low Level RequirementsExample of Low Level Requirements

Slide
26
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Detailed Requirements:
10.Determine if it is necessary to perform this test by determining

whether the processor is the active processor.
20.Perform this test for all 4  Logic Cards (ACrvdt1, Accrvdt3, Ervdt2

and the  Bus Relay)
30.Obtain the Auxiliary contact state, from memory, for the current

RVDT being evaluated.
40.Compare the RVDT’s commanded and sensed states to

determine if a failure condition exists.
50.If the comparison of 4. yields that there is a failure, signify the

failure, otherwise signify no failure.
60.Given a failure, for the current SLC being evaluated, determine

whether or not it is persistent.
70.If a failure is determined to be persistent report the failure in

ARINC label 101.

Example of Low Level Requirements
(Cont’d)

Example of Low Level RequirementsExample of Low Level Requirements
(Cont’d)(Cont’d)

Slide 27
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QQ Digital FlightDigital Flight ArchitectureArchitectureArchitecture

• Shows physical partitioning of the
system into components and flow of
data between them

• Allocates functional processes to
physical units

• Shows control flow (what process
activates another)

•• Shows physical partitioning of theShows physical partitioning of the
system into components and flow ofsystem into components and flow of
data between themdata between them

•• Allocates functional processes toAllocates functional processes to
physical unitsphysical units

•• Shows control flow (what processShows control flow (what process
activates another)activates another)
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QQ Digital FlightDigital Flight Architecture SpecificationArchitecture SpecificationArchitecture Specification

• Many different design methodologies

– Yourdan-DeMarco, Hatley-Pirbai

– Object Modeling Technique, etc.

• Variety of tools to model architectures

– Different methodologies stress different
models

– Same model (or variation) often found in
many methodologies

– Some models oriented more to
requirements modeling, other more to
design modeling

•• Many different design methodologiesMany different design methodologies

–– Yourdan-DeMarco, Hatley-Yourdan-DeMarco, Hatley-PirbaiPirbai

–– Object Modeling Technique, etc.Object Modeling Technique, etc.

•• Variety of tools to model architecturesVariety of tools to model architectures

–– Different methodologies stress differentDifferent methodologies stress different
modelsmodels

–– Same model (or variation) often found inSame model (or variation) often found in
many methodologiesmany methodologies

–– Some models oriented more toSome models oriented more to
requirements modeling, other more torequirements modeling, other more to
design modelingdesign modeling

Slide
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QQ Digital FlightDigital Flight Looking for a
Few Good Design Models . . .

Looking for aLooking for a
Few Good Design Models . . .Few Good Design Models . . .

• Structured

• Context Diagram

• Data Flow

• Control Flow

• State Diagram

• Object

•• StructuredStructured

•• Context DiagramContext Diagram

•• Data FlowData Flow

•• Control FlowControl Flow

•• State DiagramState Diagram

•• ObjectObject
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QQ Digital FlightDigital Flight Structure Chart for
Latest Cockpit Gizmo (LCG)

Structure Chart forStructure Chart for
Latest Cockpit Gizmo (LCG)Latest Cockpit Gizmo (LCG)

• Shows static relationships between
processing elements

•• Shows Shows staticstatic relationships between relationships between
processing elementsprocessing elements

Draw
Display
Draw

Display

Initialize
Buffer

Initialize
Buffer

Write
Packet
Write

Packet
Read

Packet
Read

Packet
Process
Packet

Process
Packet

Process
Input

Process
Input

LCG
Main
LCG
Main

Output to
Recorder
Output to
Recorder

Slide
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QQ Digital FlightDigital Flight Context DiagramContext DiagramContext Diagram

• Shows relationship between system
and outside world

•• Shows relationship between systemShows relationship between system
and outside worldand outside world

Keyboard
(Operator)
Keyboard
(Operator)

Radar
Input

Radar
Input RecorderRecorder

DisplayDisplay

LCG
Latest
Cockpit
Gizmo
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Data Flow Diagram (DFD)Data Flow Diagram (DFD)Data Flow Diagram (DFD)

• Shows how data is transformed by
processes (usually conceptual)

• Is successively decomposed

•• Shows how data is transformed byShows how data is transformed by
processes (usually conceptual)processes (usually conceptual)

•• Is successively decomposedIs successively decomposed

Current Data

Radar
Input

Draw
Display

Display
Output

Recorder
Data

1.2
Output to
Recorder

1.3
Draw

Display

1.1 
Process

Input

Control FlowControl FlowControl Flow

• Shows control relationships between processes
• Usually superimposed on DFD
•• Shows control relationships between processesShows control relationships between processes
•• Usually superimposed on DFDUsually superimposed on DFD

Operator
Selected Display

Buffer Full

Buffer
Overrun
Error

Current Data

Radar
Input

Draw
Display

Display
Output

Recorder
Data

1.2
Output to
Recorder

1.3
Draw

Display

1.1
Process

Input

Slide 2. 34
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State DiagramState DiagramState Diagram

• Shows dynamic relationships between
processing elements

•• Shows dynamic relationships betweenShows dynamic relationships between
processing elementsprocessing elements

Packet
OK

Buffer
Write
OK

Buffer
Error

End of
Packet

Packet
Error

Next Byte

Process Input

Read
Packet

Process
Packet

Write
Packet

Initialize
Buffer

Startup

Slide 2. 35
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QQ Digital FlightDigital Flight Attributes Of An ArchitectureAttributes Of An ArchitectureAttributes Of An Architecture

• Identifies the physical components
and data in your system

• Views your system from a variety of
perspectives (models)

• Map-able to requirements and
internally consistent

•• Identifies the physical componentsIdentifies the physical components
and data in your systemand data in your system

•• Views your system from a variety ofViews your system from a variety of
perspectives (models)perspectives (models)

•• Map-able to requirements andMap-able to requirements and
internally consistentinternally consistent
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QQ Digital FlightDigital Flight

States how the software works and is put
together not necessarily what it does!

Types of Architecture Models

• Data Flow

• Object Oriented

• State Diagram

• Control

• Structured

Types of Architecture ModelsTypes of Architecture Models

•• Data FlowData Flow

•• Object OrientedObject Oriented

•• State DiagramState Diagram

•• ControlControl

•• StructuredStructured

Design SummaryDesign SummaryDesign Summary

Design data consists of:

• Low-level
requirements

• Derived low-level
requirements

• Architecture

Design data consists of:Design data consists of:

•• Low-levelLow-level
requirementsrequirements

•• Derived low-levelDerived low-level
requirementsrequirements

•• ArchitectureArchitecture

Slide
38

QQ Digital FlightDigital Flight Requirements vs. Design . . .Requirements Requirements vsvs. Design . . .. Design . . .

“What” vs. “How”

• A High that is composed of several
lows

• Example is Air/Ground determination

“What” “What” vsvs. “How”. “How”

•• A High that is composed of severalA High that is composed of several
lowslows

•• Example is Air/Ground determinationExample is Air/Ground determination
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• Source code:
– Complies with low-level

requirements
– Complies with software architecture
– Is verifiable, traceable to low-levels

and in conformance with standards
– Is accurate and consistent

•• Source code:Source code:
–– Complies with low-levelComplies with low-level

requirementsrequirements
–– Complies with software architectureComplies with software architecture
–– Is verifiable, traceable to low-levelsIs verifiable, traceable to low-levels

and in conformance with standardsand in conformance with standards
–– Is accurate and consistentIs accurate and consistent

Development Processes

Code/Integration

• Source Code
• Executable Object Code

•• Source CodeSource Code
•• Executable Object CodeExecutable Object Code

Planning

Requirements

Design

Slide
39

Development and Test Processes

Annex A Table A-6
Activities in 6.4
Objectives 6.4.2.1-2

6.4.3, 6.4.3a
Output Data:  11.13, 11.14

Annex A Table A-6Annex A Table A-6
Activities in 6.4Activities in 6.4
Objectives 6.4.2.1-2Objectives 6.4.2.1-2

6.4.3, 6.4.3a6.4.3, 6.4.3a
Output Data:  11.13, 11.14Output Data:  11.13, 11.14

Code/Integration

Planning

Requirements

Design

• Test cases and
procedures

• Test results

•• Test cases andTest cases and
proceduresprocedures

•• Test resultsTest results

Integration/Test

Slide
40
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QQ Digital FlightDigital Flight Testing Of Outputs of
Integration Process—Table A-6

Testing Of Outputs ofTesting Of Outputs of
Integration Process—Table A-6Integration Process—Table A-6

11
33

• Executable meets:
– High-level requirements
– Low-level requirements

• Executable is robust with:
– High-level requirements
– Low-level requirements

• Executable
– Compatible with target

•• Executable meets:Executable meets:
–– High-level requirementsHigh-level requirements
–– Low-level requirementsLow-level requirements

•• Executable is robust with:Executable is robust with:
–– High-level requirementsHigh-level requirements
–– Low-level requirementsLow-level requirements

•• ExecutableExecutable
–– Compatible with targetCompatible with target

ObjectiveObjective
NumberNumberObjectiveObjective

22
44

55

Slide
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QQ Digital FlightDigital Flight

Question:

Before an applicant uses an In Circuit
Emulator for verification:

Question:Question:

Before an applicant uses an In CircuitBefore an applicant uses an In Circuit
Emulator for verification:Emulator for verification:

Some target environments may not support
the invasive testing techniques (e.g., peeking
and poking) needed to determine if the
software meets the requirements.

Some target environments may not supportSome target environments may not support
the invasive testing techniques (e.g., peekingthe invasive testing techniques (e.g., peeking
and poking) needed to determine if theand poking) needed to determine if the
software meets the requirements.software meets the requirements.

Avoiding
Testing On The Target

AvoidingAvoiding
Testing On The TargetTesting On The Target

• Must they qualify it (i.e. assure it works
correctly)?

• Do they have to re-run all the tests on the
target?

•• Must they qualify it (i.e. assure it worksMust they qualify it (i.e. assure it works
correctly)?correctly)?

•• Do they have to re-run all the tests on theDo they have to re-run all the tests on the
target?target?
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QQ Digital FlightDigital Flight

Answer:Answer: No just rerun a representativeNo just rerun a representative
portion of the tests on the targetportion of the tests on the target
and assure the same resultsand assure the same results

Avoiding
Testing On The Target (Cont’d)

AvoidingAvoiding
Testing On The Target Testing On The Target (Cont’d)(Cont’d)

Slide
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QQ Digital FlightDigital Flight

• Software Testing should

– Verify software meets it’s
requirements

– Identify with a degree of confidence
(commensurate with software level)
that if errors exist -- they have been
identified

• Coverage Analysis should determine

– What software requirements not tested

– What software code not tested

•• Software Testing shouldSoftware Testing should

–– Verify software meets it’sVerify software meets it’s
requirementsrequirements

–– Identify with a degree of confidenceIdentify with a degree of confidence
(commensurate with software level)(commensurate with software level)
that if errors exist -- they have beenthat if errors exist -- they have been
identifiedidentified

•• Coverage Analysis should determineCoverage Analysis should determine

–– What software requirements not testedWhat software requirements not tested

–– What software code not testedWhat software code not tested

DO-178B Test ObjectivesDO-178B Test ObjectivesDO-178B Test Objectives
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QQ Digital FlightDigital Flight

SoftwareSoftware
RequirementsRequirements

Coverage AnalysisCoverage Analysis

Software StructureSoftware Structure
Coverage AnalysisCoverage Analysis

SoftwareSoftware
Requirements BasedRequirements Based

Test GenerationTest Generation

Complete Coverage

Complete Coverage

Incomplete
Requirements
Coverage

Incomplete
Code
Coverage

AdditionalAdditional
Verification -(e.g.Verification -(e.g.

Software CoverageSoftware Coverage
Based TestBased Test
Generation)Generation)Testing CompleteTesting Complete

Low LevelLow Level
Requirements TestsRequirements Tests

SW IntegrationSW Integration
TestsTests

HW/SWHW/SW
Integration TestsIntegration Tests

As Needed

DO-178B Test Process
& Analysis Overview

DO-178B Test ProcessDO-178B Test Process
& Analysis Overview& Analysis Overview
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QQ Digital FlightDigital Flight

•• OrganizationOrganization
•• PlanningPlanning
•• TestTest

–– ProceduresProcedures
–– CasesCases
–– Strategies to test or analyze requirements andStrategies to test or analyze requirements and

achieve desired code coverageachieve desired code coverage

TestTest
PlanningPlanning

TestTest
ProcedureProcedure

TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase

TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase

TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase
TestTest
CaseCase

TestTest
ProcedureProcedure

TestTest
ProcedureProcedure

Test Implementation
--Developing the Tests

Test ImplementationTest Implementation
--Developing the Tests--Developing the Tests
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QQ Digital FlightDigital Flight

•• TestTest
–– Set of inputs, expected results, actualSet of inputs, expected results, actual

resultsresults

•• InspectionInspection
–– Trivial requirements that can beTrivial requirements that can be

verified by just checking codeverified by just checking code

•• AnalysisAnalysis
–– Non-testable requirementsNon-testable requirements

Test, Inspection, Analysis --
As A Requirements Test Method

Test, Inspection, Analysis --Test, Inspection, Analysis --
As A Requirements Test MethodAs A Requirements Test Method
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• Normal Range Tests

– Normal conditions and inputs
• In range inputs, normal events interrupts, normal

state transitions, normal logic processing

• Robustness Tests

– Abnormal conditions and inputs
• Out of range inputs, unexpected interrupts and

state transitions, exception handling, system
initialization

• Performance Tests/Analyses

•• Normal Range TestsNormal Range Tests

–– Normal conditions and inputsNormal conditions and inputs
•• In range inputs, normal events interrupts, normalIn range inputs, normal events interrupts, normal

state transitions, normal logic processingstate transitions, normal logic processing

•• Robustness TestsRobustness Tests

–– Abnormal conditions and inputsAbnormal conditions and inputs
•• Out of range inputs, unexpected interrupts andOut of range inputs, unexpected interrupts and

state transitions, exception handling, systemstate transitions, exception handling, system
initializationinitialization

•• Performance Tests/AnalysesPerformance Tests/Analyses

Test CasesTest CasesTest Cases
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QQ Digital FlightDigital Flight Normal and Robust TestingNormal and Robust TestingNormal and Robust Testing

• Normal range test cases—how software
responds to normal inputs
– Valid input equivalence classes
– Performance related functions
– Algorithms (logic and arithmetic)
– State transitions

• Robustness test cases—how software
responds to abnormal inputs
– Invalid input equivalence classes
– System initialization—abnormal conditions
– Out of range loop variants
– Provoke invalid state transitions

•• Normal range test cases—how softwareNormal range test cases—how software
responds to normal inputsresponds to normal inputs
–– Valid input equivalence classesValid input equivalence classes
–– Performance related functionsPerformance related functions
–– Algorithms (logic and arithmetic)Algorithms (logic and arithmetic)
–– State transitionsState transitions

•• Robustness test cases—how softwareRobustness test cases—how software
responds to abnormal inputsresponds to abnormal inputs
–– Invalid input equivalence classesInvalid input equivalence classes
–– System initialization—abnormal conditionsSystem initialization—abnormal conditions
–– Out of range loop variantsOut of range loop variants
–– Provoke invalid state transitionsProvoke invalid state transitions
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QQ Digital FlightDigital Flight

Low
• Low Level Requirements

Testing

• Unit/Module Testing

Low
• Low Level Requirements

Testing

• Unit/Module Testing

RR
ee
qq
uu
ii
rr
ee
mm
ee
nn
tt
ss

High LevelHigh Level

Low LevelLow Level

Intermediate
• Software Integration Tests

• Test Simulators

High
• Hardware Software

Integration Tests

• Target Environment

Test Case LevelsTest Case LevelsTest Case Levels
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• Advantages
– Tests software functional requirements

– More coverage per test

– More realistic, useful  tests

• Disadvantages
– Tests harder to setup

– Some classes of errors harder to target

– Tests results require more analysis

– Need tools to determine structural coverage

– Harder to plan up front what coverage provided

•• AdvantagesAdvantages
–– Tests software functional requirementsTests software functional requirements

–– More coverage per testMore coverage per test

–– More realistic, useful  testsMore realistic, useful  tests

•• DisadvantagesDisadvantages
–– Tests harder to setupTests harder to setup

–– Some classes of errors harder to targetSome classes of errors harder to target

–– Tests results require more analysisTests results require more analysis

–– Need tools to determine structural coverageNeed tools to determine structural coverage

–– Harder to plan up front what coverage providedHarder to plan up front what coverage provided

Code Coverage
via High Level Testing

Code CoverageCode Coverage
via High Level Testingvia High Level Testing
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QQ Digital FlightDigital Flight

• Advantages
– Tests detailed (design) requirements

– Tests can be done independently in parallel

– Does not require expensive test equipment

– Easier to target particular code areas

• Disadvantages
– More testing required

– Only tests an isolated part of code

– Tests can be contrived

•• AdvantagesAdvantages
–– Tests detailed (design) requirementsTests detailed (design) requirements

–– Tests can be done independently in parallelTests can be done independently in parallel

–– Does not require expensive test equipmentDoes not require expensive test equipment

–– Easier to target particular code areasEasier to target particular code areas

•• DisadvantagesDisadvantages
–– More testing requiredMore testing required

–– Only tests an isolated part of codeOnly tests an isolated part of code

–– Tests can be contrivedTests can be contrived

Code Coverage
via Low Level Testing

Code CoverageCode Coverage
via Low Level Testingvia Low Level Testing
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• Advantages

– May be less expensive to setup

– Does not require tools or code
instrumentation

• Disadvantages

– More labor intensive

– Needs to be repeated each time code
changes/tests rerun

– Can be less rigorous (error-prone and
tedious process)

– few people do it right -- risk!!

•• AdvantagesAdvantages

–– May be less expensive to setupMay be less expensive to setup

–– Does not require tools or codeDoes not require tools or code
instrumentationinstrumentation

•• DisadvantagesDisadvantages

–– More labor intensiveMore labor intensive

–– Needs to be repeated each time codeNeeds to be repeated each time code
changes/tests rerunchanges/tests rerun

–– Can be less rigorous (error-prone andCan be less rigorous (error-prone and
tedious process)tedious process)

–– few people do it right -- risk!!few people do it right -- risk!!

Code Coverage Via AnalysisCode Coverage Via AnalysisCode Coverage Via Analysis
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QQ Digital FlightDigital Flight

Low Level Testing Software
Integration Testing

Hardware/Software
Integration Tests

• Algorithm Failures
• Incorrect Loop Operations
• Incorrect Logic Decisions
• Failure to Process Correct Input

Combinations
• Incorrect Response to Bad

Input Data
• Incorrect Exception Handling
• Incorrect Computation

Sequence
• Inadequate Algorithm

Precision, Accuracy,
Performance

• Incorrect Initialization of
Variables

• Parameter Passing Errors
• (Global) Data Corruption
• Inadequate Numerical

Resolution
• Incorrect Sequencing of

Events and Operations

• Incorrect Interrupt Handling
• Miss Timing Requirements
• Hardware Transient Errors
• Resource Contention
• BIT Detection Errors
• Bad Feedback Loops
• Incorrect Device Control
• Stack Overflow
• Incorrect Load Version

Verification
• Software Partitioning

Violations

Low Level Testing Software
Integration Testing

Hardware/Software
Integration Tests

• Algorithm Failures
• Incorrect Loop Operations
• Incorrect Logic Decisions
• Failure to Process Correct Input

Combinations
• Incorrect Response to Bad

Input Data
• Incorrect Exception Handling
• Incorrect Computation

Sequence
• Inadequate Algorithm

Precision, Accuracy,
Performance

• Incorrect Initialization of
Variables

• Parameter Passing Errors
• (Global) Data Corruption
• Inadequate Numerical

Resolution
• Incorrect Sequencing of

Events and Operations

• Incorrect Interrupt Handling
• Miss Timing Requirements
• Hardware Transient Errors
• Resource Contention
• BIT Detection Errors
• Bad Feedback Loops
• Incorrect Device Control
• Stack Overflow
• Incorrect Load Version

Verification
• Software Partitioning

Violations

* DO-178B 6.4.3* DO-178B 6.4.3

Error Detection Objectives*Error Detection Objectives*Error Detection Objectives*
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The test process is non-trivial.The test process is non-trivial.

Analysis within the test context isAnalysis within the test context is
confusing since it can have severalconfusing since it can have several
meanings.meanings.

There are many strategies to testing,There are many strategies to testing,
decisions are made based on the type ofdecisions are made based on the type of
development.development.

You will see many different approaches toYou will see many different approaches to
achieve the same objectives and will beachieve the same objectives and will be
required to assess them.required to assess them.

Test SummaryTest SummaryTest Summary

• High Level Reqs
• Derived High Level

Reqs
• Verification

Results

Design Descr
• Architecture
• Low Level Reqs
• Derived Reqs
• Verification

Results

• Source Code
• Executable Object

Code
• Verification Results

• Test Cases and
Procedures

• Test Results
• Verification Results

Requirements

Code/Integration

Design

Integration/Test

Table A-6

Table A-2

Verification of Development and Test
Table A-3 Table A-4 Table A-5 Table A-7

Four Annex Tables For Verification of
Development and Test Processes

Four Annex Tables For Verification ofFour Annex Tables For Verification of
Development and Test ProcessesDevelopment and Test Processes

Slide
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QQ Digital FlightDigital Flight VerificationVerificationVerification

Definitions in DO-178B

• Verification—evaluation of the results of a
process to ensure correctness and consistency
with respect to inputs and standards (Glossary)

Verification:

• Analysis—repeatable assessment (par 6.3)

• Review—qualitative assessment of correctness
(par 6.3)

• Test—process of exercising a system or
system component to verify it satisfies specific
requirements and to detect errors (Glossary)

Definitions in DO-178BDefinitions in DO-178B

•• Verification—evaluation of the results of aVerification—evaluation of the results of a
process to ensure correctness and consistencyprocess to ensure correctness and consistency
with respect to inputs and standards (Glossary)with respect to inputs and standards (Glossary)

Verification:Verification:

•• Analysis—repeatable assessment (par 6.3)Analysis—repeatable assessment (par 6.3)

•• Review—qualitative assessment of correctnessReview—qualitative assessment of correctness
(par 6.3)(par 6.3)

•• Test—process of exercising a system orTest—process of exercising a system or
system component to verify it satisfies specificsystem component to verify it satisfies specific
requirements and to detect errors (Glossary)requirements and to detect errors (Glossary)

Verification

Requirements
Verification

Annex A Table A-3
Objectives In 6.3.1a-g
Activities in 5.1.2
Data Description 11.9
Output Data in 11.14

RequirementsRequirements
VerificationVerification

Annex A Table A-3Annex A Table A-3
Objectives In 6.3.1a-gObjectives In 6.3.1a-g
Activities in 5.1.2Activities in 5.1.2
Data Description 11.9Data Description 11.9
Output Data in 11.14Output Data in 11.14

Code/Integration

Planning

Requirements

Design

Integration/Test• SW Requirements Data
– High Level

Requirements
– Derived requirements

•• SW Requirements DataSW Requirements Data
–– High LevelHigh Level

RequirementsRequirements
–– Derived requirementsDerived requirements

Slide
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QQ Digital FlightDigital Flight Verification of Outputs Of Software
Requirements Process—Table A-3

Verification of Outputs Of SoftwareVerification of Outputs Of Software
Requirements Process—Table A-3Requirements Process—Table A-3

11

• High-level requirements:

– Comply with systems requirements

– Accurate and consistent

– Compatible with target

– Verifiable

– Conform to standards

– Traceable to system

• Algorithms accurate

•• High-level requirements:High-level requirements:

–– Comply with systems requirementsComply with systems requirements

–– Accurate and consistentAccurate and consistent

–– Compatible with targetCompatible with target

–– VerifiableVerifiable

–– Conform to standardsConform to standards

–– Traceable to systemTraceable to system

•• Algorithms accurateAlgorithms accurate

ObjectiveObjective
NumberNumberObjectiveObjective

22

33

44

55

66

77

Verification

Code/Integration

Planning

Requirements

Design

Integration/Test
• SW Design Description

– SW Architecture
– Low Level

Requirements
– Derived

Requirements

•• SW Design DescriptionSW Design Description
–– SW ArchitectureSW Architecture
–– Low LevelLow Level

RequirementsRequirements
–– DerivedDerived

RequirementsRequirements

Design
Verification

Annex A Table A-4
Objectives In 6.3.2 a-g
                        6.3.3 a,b-f
Activities in 5.2.2
Data Description 11.10
Output Data 11.14

DesignDesign
VerificationVerification

Annex A Table A-4Annex A Table A-4
Objectives In 6.3.2 a-gObjectives In 6.3.2 a-g
                        6.3.3 a,b-f                        6.3.3 a,b-f
Activities in 5.2.2Activities in 5.2.2
Data Description 11.10Data Description 11.10
Output Data 11.14Output Data 11.14

Slide
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Verification of Outputs of Software
Design Process—Table A-4

Verification of Outputs of SoftwareVerification of Outputs of Software
Design Process—Table A-4Design Process—Table A-4

11

ObjectiveObjective
NumberNumberObjectiveObjective

• Low-level requirements:
– Comply with high-level
– Accurate and consistent
– Compatible with target
– Verifiable and traceable to high-level
– Conform to standards
– Algorithms accurate

• Software Architecture
– Compatible with high-level
– Consistent
– Compatible with target
– Verifiable and conforms to standards
– Partitioning integrity confirmed

•• Low-level requirements:Low-level requirements:
–– Comply with high-levelComply with high-level
–– Accurate and consistentAccurate and consistent
–– Compatible with targetCompatible with target
–– Verifiable and traceable to high-levelVerifiable and traceable to high-level
–– Conform to standardsConform to standards
–– Algorithms accurateAlgorithms accurate

•• Software ArchitectureSoftware Architecture
–– Compatible with high-levelCompatible with high-level
–– ConsistentConsistent
–– Compatible with targetCompatible with target
–– Verifiable and conforms to standardsVerifiable and conforms to standards
–– Partitioning integrity confirmedPartitioning integrity confirmed

22
33
4, 64, 6

77
55

88
1199
1010
11, 1211, 12
1313Slide

61

Verification

Code/Integration

Planning

Requirements

Design

Integration/Test

• Source Code
• Executable

Object Code

•• Source CodeSource Code
•• ExecutableExecutable

Object CodeObject CodeCode and Integration
      Verification

Annex A Table A-5
Objectives In 6.3.4a-f

6.3.5
Activities in 5.3.2
Data Description 11.11,11.12
Output Data: 11.14    

Code and IntegrationCode and Integration
      Verification      Verification

Annex A Table A-5Annex A Table A-5
Objectives In Objectives In 6.3.4a-f6.3.4a-f

6.3.56.3.5
Activities in 5.3.2Activities in 5.3.2
Data Description 11.11,11.12Data Description 11.11,11.12
Output Data: 11.14    Output Data: 11.14    
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QQ Digital FlightDigital Flight Verification of Outputs of
Coding and Integration—Table A5

Verification of Outputs ofVerification of Outputs of
Coding and Integration—Table A5Coding and Integration—Table A5

11

• Source Code:

– Complies with low-level

– Complies with architecture

– Verifiable and conforms to standards

– Traceable to low-level

– Accurate and consistent

– Complete and correct

•• Source Code:Source Code:

–– Complies with low-levelComplies with low-level

–– Complies with architectureComplies with architecture

–– Verifiable and conforms to standardsVerifiable and conforms to standards

–– Traceable to low-levelTraceable to low-level

–– Accurate and consistentAccurate and consistent

–– Complete and correctComplete and correct

ObjectiveObjective
NumberNumberObjectiveObjective

22

3, 43, 4

55

66

77

Verification

  Verification of Verification
Annex A Table  A-7
Objectives In:  6.3.6b-c,
        6.4.4.1, 6.4.4.2 a-c
Data Description 11.13, 11.14
Output Data: 11.14

    Verification of VerificationVerification of Verification
Annex A Table  A-7Annex A Table  A-7
Objectives In:  6.3.6b-c,Objectives In:  6.3.6b-c,
                6.4.4.1, 6.4.4.2 a-c6.4.4.1, 6.4.4.2 a-c
Data Description Data Description 11.1311.13, 11.14, 11.14
Output Data: 11.14Output Data: 11.14

Code/Integration

Planning

Requirements

Design

Integration/Test

• Test cases
and
procedures

• Test results

•• Test casesTest cases
andand
proceduresprocedures

•• Test resultsTest results

Slide
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QQ Digital FlightDigital Flight

•• Test cases  and procedures correct (A-7Test cases  and procedures correct (A-7
Objective  1)Objective  1)

•• Results correct and discrepanciesResults correct and discrepancies
explained (A-7 Objective  2)explained (A-7 Objective  2)

•• Test coverage achieved (A-7 Objective 3-8)Test coverage achieved (A-7 Objective 3-8)

Analyses/Review Of Results
of the Test Process (Table A-7)

Analyses/Review Of ResultsAnalyses/Review Of Results
of the Test Process (Table A-7)of the Test Process (Table A-7)

Slide
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QQ Digital FlightDigital Flight

Look at the output of the test process andLook at the output of the test process and
determine if:determine if:

•• All high level requirements tested All high level requirements tested (A-7 Objective  3)(A-7 Objective  3)

•• All low-level requirements testedAll low-level requirements tested  (A-7 Objective 4)(A-7 Objective 4)

•• Complete software structure is testedComplete software structure is tested    (A-7)(A-7)

–– MCDC MCDC Objective 5Objective 5

–– DecisionDecision Objective 6Objective 6

–– StatementStatement Objective 7Objective 7
•• Software structure addresses data & controlSoftware structure addresses data & control

couplingcoupling  (A-7 Objective 8)(A-7 Objective 8)

Is Test Coverage Achieved?Is Test Coverage Achieved?Is Test Coverage Achieved?
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QQ Digital FlightDigital Flight Structural
Coverage Requirements

StructuralStructural
Coverage RequirementsCoverage Requirements

Why:

• Assures software runs on computer at
least once

• Requirements-based testing not enough
for safety critical software

• Finds unintended functionality,
untested functionality, and dead code

• Assures minimal set of combinations
tested

• Addresses issues associated with
negative logic (DeMorgans theorem)

Why:Why:

•• Assures software runs on computer atAssures software runs on computer at
least onceleast once

•• Requirements-based testing not enoughRequirements-based testing not enough
for safety critical softwarefor safety critical software

•• Finds unintended functionality,Finds unintended functionality,
untested functionality, and dead codeuntested functionality, and dead code

•• Assures minimal set of combinationsAssures minimal set of combinations
testedtested

•• Addresses issues associated withAddresses issues associated with
negative logic (DeMorgans theorem)negative logic (DeMorgans theorem)
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QQ Digital FlightDigital Flight Structural
Coverage Requirements (Cont’d)

StructuralStructural
Coverage Requirements Coverage Requirements (Cont’d)(Cont’d)

What’s required:

• Level D—not required

• Level C—statement coverage
(every line of code is executed)

• Level B—decision coverage
(path coverage of the software)

• Level A—modified condition decision
coverage (combinations and Boolean
coverage)

What’s required:What’s required:

•• Level D—not requiredLevel D—not required

•• Level C—statement coverageLevel C—statement coverage
(every line of code is executed)(every line of code is executed)

•• Level B—decision coverageLevel B—decision coverage
(path coverage of the software)(path coverage of the software)

•• Level A—modified condition decisionLevel A—modified condition decision
coverage (combinations and Booleancoverage (combinations and Boolean
coverage)coverage)
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Resulting Structural Coverage

100
200
300
400
500
600

100
200
300
400
500
600

Requirements Based Test Case 1

100
200
300
400
500
600

Resulting Structural Coverage

What is Structural Coverage?What is Structural Coverage?What is Structural Coverage?

100
200
300
400
500
600

Requirements Based Test Case 2

Slide
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QQ Digital FlightDigital Flight

If (A or B) and CIf (A or B) and CIf (A or B) and C

All combinations for 3 variables = 8

MCDC—minimum of n+1 test  cases

All combinations for 3 variables = 8All combinations for 3 variables = 8

MCDC—minimum of n+1 test  casesMCDC—minimum of n+1 test  cases

A    B   C

0    0    0      F
0    0    1      F
0    1    0      F
0    1    1      T
1    0    0      F
1    0    1      T
1    1    0      F
1    1    1      T

Level A Modified
Condition Decision Coverage

Level A ModifiedLevel A Modified
Condition Decision CoverageCondition Decision Coverage

• Make A or B both true and false

• Simultaneously make the
expression true and false

•• Make A or B both true and falseMake A or B both true and false

•• Simultaneously make theSimultaneously make the
expression true and falseexpression true and false
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QQ Digital FlightDigital Flight

Decision CoverageDecision CoverageDecision Coverage

• Assures all logic paths are taken for the right
reason

•• Assures all logic paths are taken Assures all logic paths are taken for the rightfor the right
reasonreason

Level B--
Decision Coverage

Level B--Level B--
Decision CoverageDecision Coverage

Need to hit both logic pathsNeed to hit both logic pathsNeed to hit both logic paths

if (WOW and wheel speed < 80 knots)
      on-ground
else
       air
endif

if (WOW and wheel speed < 80 knots)if (WOW and wheel speed < 80 knots)
      on-ground      on-ground
elseelse
       air       air
endifendif
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QQ Digital FlightDigital Flight Level C --
Statement Coverage

Level C --Level C --
Statement CoverageStatement Coverage

Statement Coverage

Every line of code must be executed!

• Finds dead code

• Assures that all code has run on target
at least once

Statement CoverageStatement Coverage

Every line of code must be executed!Every line of code must be executed!

•• Finds dead codeFinds dead code

•• Assures that all code has run on targetAssures that all code has run on target
at least onceat least once
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QQ Digital FlightDigital Flight

Resulting Structural Coverage

100
200
300
400
500
600

What is
Structural Coverage Analysis?

What isWhat is
Structural Coverage Analysis?Structural Coverage Analysis?

Determining if the Test Coverage of
the Software Structure is Achieved!
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QQ Digital FlightDigital Flight

•• Dead codeDead code

•• MissingMissing
requirementsrequirements

•• UnintendedUnintended
functionalityfunctionality

•• Poor testingPoor testing

Resulting Structural Coverage

100
200
300
400
500
600

Potential Causes For
Missing Structural Coverage

Potential Causes ForPotential Causes For
Missing Structural CoverageMissing Structural Coverage
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QQ Digital FlightDigital Flight

Code that can not be executed due to
the way it is coded.

Dead CodeDead CodeDead Code

Example:

if (A and B) and not C
    compute height
    if C
         compute weight
    end if
end if

Slide
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Control CouplingControl CouplingControl Coupling

• Calling tree

• Timing of events

• Scheduler/transition

• Interrupts

•• Calling treeCalling tree

•• Timing of eventsTiming of events

•• Scheduler/transitionScheduler/transition

•• InterruptsInterrupts

Test Coverage of the
Data and Control Coupling

Test Coverage of theTest Coverage of the
Data and Control CouplingData and Control Coupling

• Interfaces

• Typing

• Global usage

•• InterfacesInterfaces

•• TypingTyping

•• Global usageGlobal usage

Data CouplingData CouplingData Coupling

Assure test process has tested the data
and control aspects of the software
Assure test process has tested the dataAssure test process has tested the data
and control aspects of the softwareand control aspects of the software
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QQ Digital FlightDigital Flight

• Single Term IF Statements

– MCDC ensures both branches of the IF
executed

• Multiple Term IF Statements

– MCDC Analysis required if -- IF
statement has 2 or more logic terms

Note: There are other logic statements
besides IF in many languages, e.g.
DO WHILE

•• Single Term IF StatementsSingle Term IF Statements

–– MCDC ensures both branches of the IFMCDC ensures both branches of the IF
executedexecuted

•• Multiple Term IF StatementsMultiple Term IF Statements

–– MCDC Analysis required if -- IFMCDC Analysis required if -- IF
statement has 2 or more logic termsstatement has 2 or more logic terms

Note: There are other logic statementsNote: There are other logic statements
besides IF in many languages, e.g.besides IF in many languages, e.g.
DO WHILEDO WHILE

MCDC AnalysisMCDC AnalysisMCDC Analysis
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• Does the following require 1 or 2 test
cases for full coverage?

If ( A == 0 )

x = 1;
x = x + 1;

•• Does the following require 1 or 2 testDoes the following require 1 or 2 test
cases for full coverage?cases for full coverage?

If ( A == 0 )If ( A == 0 )

x = 1;x = 1;
x = x + 1;x = x + 1;

IF Statement CoverageIF Statement CoverageIF Statement Coverage
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• It can require 2, depending on how the compiler
implements IF statements, e.g.

CASE 1(A=0)    CASE 2(A=1)
If ( A == 0 )   LD A,0     LD A,0

  JEQ A,L1      JEQ A,L1
  JMP L2     JMP L2

x = 1;   L1 ST  X,1      L1 ST  X,1

x = x + 1;   L2 ADD X,1      L2 ADD X,1

• To be safe, always test both sides of the IF

•• It can require 2, depending on how the compilerIt can require 2, depending on how the compiler
implements IF statements, e.g.implements IF statements, e.g.

CASE 1(A=0)    CASE 2(A=1)CASE 1(A=0)    CASE 2(A=1)
If ( A == 0 )If ( A == 0 )     LD A,0LD A,0         LD A,0LD A,0

    JEQ A,L1JEQ A,L1           JEQ A,L1JEQ A,L1
  JMP L2  JMP L2         JMP L2JMP L2

x = 1;x = 1;     L1 ST  X,1L1 ST  X,1           L1 ST  X,1L1 ST  X,1

x = x + 1;x = x + 1;     L2 ADD X,1L2 ADD X,1           L2 ADD X,1L2 ADD X,1

•• To be safe, always test both sides of the IFTo be safe, always test both sides of the IF

IF Statement CoverageIF Statement CoverageIF Statement Coverage
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• Logic Term Rules

– any term with two operands and an operator
which evaluates to TRUE or FALSE

– second operand can be implicit (e.g. !A is
equivalent to A == 0)

– logic terms are typically combined together
via ANDs, ORed, or other logical operators

– a variable which is ANDed or ORed with a
constant is not a logic term, it is really a
variable (it evaluates to a value, not T or F)

•• Logic Term RulesLogic Term Rules

–– any term with two operands and an operatorany term with two operands and an operator
which evaluates to TRUE or FALSEwhich evaluates to TRUE or FALSE

–– second operand can be implicit (e.g. !A issecond operand can be implicit (e.g. !A is
equivalent to A == 0)equivalent to A == 0)

–– logic terms are typically combined togetherlogic terms are typically combined together
via via ANDsANDs, , ORedORed, or other logical operators, or other logical operators

–– a variable which is a variable which is ANDed ANDed or or ORedORed with a with a
constant is not a logic term, it is really aconstant is not a logic term, it is really a
variable (it evaluates to a value, not T or F)variable (it evaluates to a value, not T or F)
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How many Logic Terms?

Is MCDC Coverage Analysis Required?

if ( alarm_hist [ k ] > 0 )

if (( state [ i ]  & MASK ) != 0xA)

if ( temp & BIT12 + BIT15 )

if (( status [ i ] == HIGH) && (( states & 4) == 0 ))

if ( !G10 && !wow1 && !wow2 )

if (( !G10 && ( !wow1 && !wow2 )) || ( !wow1 || !wow2 ))

How many Logic Terms?How many Logic Terms?

Is MCDC Coverage Analysis Required?Is MCDC Coverage Analysis Required?

if ( alarm_if ( alarm_histhist [ k ] > 0 ) [ k ] > 0 )

if (( state [ i ]  & MASK ) != 0xA)if (( state [ i ]  & MASK ) != 0xA)

if ( temp & BIT12 + BIT15 )if ( temp & BIT12 + BIT15 )

if (( status [ i ] == HIGH) && (( states & 4) == 0 ))if (( status [ i ] == HIGH) && (( states & 4) == 0 ))

if ( !G10 && !wow1 && !wow2 )if ( !G10 && !wow1 && !wow2 )

if (( !G10 && ( !wow1 && !wow2 )) || ( !wow1 || !wow2 ))if (( !G10 && ( !wow1 && !wow2 )) || ( !wow1 || !wow2 ))
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Data

VerificationVerification

•• Provided anProvided an
understanding of howunderstanding of how
the annexes workthe annexes work
togethertogether

• DO-178B is no silver
bullet--verification is
only as good as the
verifier no matter which
standard you use

•• DO-178B is no silverDO-178B is no silver
bullet--verification isbullet--verification is
only as good as theonly as good as the
verifier no matter whichverifier no matter which
standard you usestandard you use

• Verification is an
important part of DO-
178B not found in many
other standards

•• Verification is anVerification is an
important part of DO-important part of DO-
178B not found in many178B not found in many
other standardsother standards


